
Chapter 4 – Metasploit Framework
Part 9 – Automation & Resource Scripts

Overview
Automation reduces repetitive work by using resource scripts, global settings, logging,
and repeatable workflows during authorized security assessments.

Resource Scripts
resource file.rc – Execute a resource script.
A resource script is a plain text file containing Metasploit console commands that run
sequentially.

Creating Scripts
makerc file.rc – Record commands entered in msfconsole into a reusable resource
script.
Review generated scripts before reuse.

Logging
spool assessment.log – Start logging console output.
spool off – Stop logging.
Logs help with troubleshooting and report writing.

Automation Workflow
Create workspace → Verify database → Set global options → Import scan results →
Enable logging → Begin assessment.

Best Practices
Keep scripts small and modular, use descriptive names, test scripts in a lab, review
changes regularly, and store reusable scripts in a dedicated folder.

Quick Revision
Use resource scripts for repeatable setup, makerc to capture workflows, spool for
logging, and automation to improve consistency rather than replace understanding.


