
Chapter 4 – Metasploit Framework
Part 5 – Auxiliary Modules (Complete Deep Dive)

What are Auxiliary Modules?
Auxiliary modules perform reconnaissance, enumeration, scanning, service verification,
and other non-exploitation tasks during authorized security assessments.

Common Categories
Scanner – Discover hosts and services.
Enumeration – Gather detailed information.
Login Testing – Verify credentials where authorized.
Fuzzer – Test software robustness in controlled environments.
Server – Provide supporting services for specialized lab workflows.

Essential Commands
search type:auxiliary – Find auxiliary modules.
search http – Search by service.
info MODULE – View module details.
use MODULE – Load a module.
show options – View configuration.
set OPTION VALUE – Configure options.
run – Execute the module.

Threading & Jobs
set THREADS N – Configure concurrent workers.
run -j – Run in the background.
jobs – List background jobs.
jobs -k ID – Stop a background job.

Workflow
Search → Info → Use → Show Options → Configure → Run → Review Results → Back.

Best Practices
Read module information first, configure required options, use conservative thread
counts where appropriate, document findings, and perform only authorized testing.

Quick Revision
Auxiliary modules are designed for reconnaissance and enumeration rather than
exploitation. They help you gather information before selecting the next assessment
step.


