Chapter 4 - Metasploit Framework

Part 3 - Module Management & Configuration

Overview

This section explains how to configure Metasploit modules correctly before running
them. Proper configuration helps avoid common mistakes and ensures required options
are set.

Essential Commands

show options - Display configurable module options.
set OPTION VALUE - Set a module-specific option.
setg OPTION VALUE - Set a global option.

getg OPTION - View a global option.

unset OPTION - Remove a module option.

unsetg OPTION - Remove a global option.

Advanced Commands

show advanced - View advanced settings.
show missing - Display required options that are not configured.

Execution

check - Test whether the module reports the target as vulnerable (if supported).
run / exploit - Execute the loaded module in an authorized environment.

run -j - Run as a background job.

jobs - List background jobs.

jobs -k ID - Stop a background job.

rerun - Execute the current module again.

reload - Reload the current module.

Target & Payload Selection

show targets - List supported targets.
set TARGET N - Select a target profile.
show payloads - Display compatible payloads.

Best Practices

Review module information first, configure all required options, verify settings with
show options or show missing, use check when supported, and execute only in
authorized environments.

Quick Revision

Search - Info » Use —» Show Options —» Set Values - Show Missing —» Check (if
available) -» Run.



