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I PROFESSIONAL SUMMARY

Undergraduate student pursuing B.Tech in Computer Science & Engineering (Cybersecurity) at MES College of Engineering (KTU 2024
scheme). Practical offensive security competency built through 140+ completed TryHackMe challenge rooms (Top 2% globally), structured lab
environments, and Google Cybersecurity Professional Certification. Experienced in Linux/Kali environments, vulnerability identification (OWASP
Top 10, service enumeration, network protocol telemetry), Python/Bash automation, and offline local LLM deployment for security triage. Seeking a
Cybersecurity, SOC Analyst, Junior Penetration Testing, or Security Engineering Internship.

| EDUCATION

Bachelor of Technology (B.Tech) - Computer Science & Engineering (Cyber Security) 2024 — 2028
MES College of Engineering, Kuttippuram, Kerala - APJ Abdul Kalam Technological University (KTU 2024 Scheme) Undergraduate Degree

Relevant Academic Coursework: Computer Networks, Operating Systems, Cryptography & Network Security, Data Structures & Algorithms, Linux
Systems Administration, Object-Oriented Programming (Python / C#).

I CERTIFICATIONS & STRUCTURED TRAINING

Google Cybersecurity Professional Certificate - Google / Coursera COMPLETED Oct 2025 — Feb 2026

Eight-course professional series: Linux CLI, network security, Python scripting, SIEM tools, detection and response methodologies, and incident
handling.

Cyber Security 101 Pathway - TryHackMe COMPLETED | May 2026 — Aug 2026
Transport protocols, Wireshark packet capture analysis, display filtering, web application security fundamentals, cryptography, and defensive auditing.
Pre Security Pathway - TryHackMe COMPLETED Mar 2026 — May 2026

Core networking architectures, OSI layers, IP addressing and VLSM subnetting, Linux command line essentials, and fundamental web HTTP request
structures.

Jr Penetration Tester Pathway - TryHackMe IN PROGRESS Active Track

Hands-on track: testing methodologies, active network scanning, web vulnerability assessment, Burp Suite, and foundational Linux privilege
escalation.

I TECHNICAL SKILLS MATRIX

01 // OFFENSIVE SECURITY & WEB 02 // NETWORK SECURITY & TRAFFIC

OWASP Top 10, SQL Injection (SQLi), Cross-Site Scripting (XSS), Nmap, Wireshark, tcpdump, Network Enumeration, Protocol Analysis
IDOR, Session Vulnerabilities, Burp Suite, ffuf, Web Enumeration, (TCP/IP, UDP, DNS, DHCP, HTTP/S, SSH, ICMP), Subnetting/VLSM,
Authentication Testing. Banner Grabbing.

03 // CONTROLLED EXPLOITATION & RESEARCH 04 // CREDENTIAL & PASSWORD SECURITY

Metasploit Framework, Meterpreter, SearchSploit, Exploit-DB, CVE John the Ripper, Hashcat, Hydra, Password/Hash Identification,
Research, CVSS Scoring, Netcat, Reverse Shells, Interactive TTY Wordlists & Rule Management, Offline Credential Auditing Concepts.
Stabilization.

05 // LINUX & SYSTEM ADMINISTRATION 06 // SECURITY AUTOMATION & SCRIPTING

Kali Linux (Daily OS), Ubuntu, Octal Permissions, SUID/SGID, sudo Python 3, Bash Scripting, HTTP Automation (Requests), Socket
Privileges, Process/Service Enumeration, SSH Hardening, UFW, Host Programming, Regex, CLI Parsing (Argparse), Structured Log

Log Analysis. Extraction.

07 // AI FOR CYBERSECURITY & AGENTIC WORKFLOWS

Ollama (Offline Local LLMs), Qwen3-Coder, Agentic Workflow Orchestration, Tool-Use Sandboxing & Guardrails, Automated Reconnaissance Log
Triage, Dedicated NVIDIA RTX Inference Stack (Zero Cloud Leakage).
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I TECHNICAL ENGINEERING & SECURITY PROJECTS

SentinelAl - Autonomous Security Assistant & Vulnerability Triage Active Engineering Project

« Automated security engineering tool unifying reconnaissance log parsing (Nmap service banners), CVE correlation, and CVSS scoring into
actionable remediation roadmaps.

« Integrates local neural models (Ollama) to triage scan outputs and prioritize vulnerabilities under 100% offline data privacy.
Python Ollama CVE Intelligence @ CVSS Scoring Vulnerability Triage Zero Cloud Leakage

Autonomous Pentesting Agent - Local Agentic Security Pipeline Agentic Architecture
« Agentic decision-making framework designed to automate structured educational laboratory workflows and repetitive assessment steps.
« Coordinates planning, command validation, output parsing, and structured reporting under strict sandboxed execution guardrails.

Qwen3-Coder  Agentic Workflows Bash @ Tool Sandboxing @ Execution Guardrails

CyberAl - Security Intelligence & Log Analysis Assistant Telemetry Analysis
« Telemetry ingestion platform converting raw system logs, authentication streams, and firewall dumps into structured security incident timelines.
« Applies contextual anomaly detection and risk scoring heuristics to expedite event analysis and triage for incident handling.

Python Log Parsing Incident Timelines Syslog / Auth Logs Threat Correlation

Al Application Development Platform - Multi-Agent Engineering Environment Local AI Platform
« Local Al-powered engineering environment running Qwen3-Coder on dedicated NVIDIA RTX hardware for end-to-end software development.

« Deploys specialized sub-agents dedicated to architecture, debugging, test generation, and automated security code audits without cloud
dependency.

NVIDIA RTX Hardware Ollama @ Multi-Agent Architecture @ Security Code Review

Local Al Compute Stack - Offline Hardware & Inference Infrastructure Infrastructure

« Dedicated local hardware compute environment powered by NVIDIA RTX GPU, running containerized Ollama and Open-WebUI.

« Enables private offline execution of open-source coding and security reasoning models for research and development with complete data isolation.
NVIDIA RTX GPU @ Ollama Server Open-WebUI  Containerization @ Zero Cloud Telemetry

The Cybersecurity Handbook - 15-Module Knowledge Base & Reference Platform Documentation & Research
« Extensive technical reference platform spanning 15 specialized modules and 30 downloadable offline PDF guides.

« Curated documentation covering Nmap, Linux administration, Metasploit, SearchSploit, Web application security, Network analysis, Privilege
escalation (Module 07: IN PROGRESS — EDUCATIONAL LAB FOCUS), Credential security, Exploitation, Reconnaissance, Linux hardening,
Security automation, Al for cybersecurity, Security tools, and Pentesting methodology.

15 Modules = 30 Offline PDFs  Client-Side Search @ Vulnerability Reference Educational Lab Focus

I OPERATIONAL SECURITY TOOLKIT & HARDWARE STACK

OFFENSIVE & AUDITING TOOLS SYSTEMS & DAILY WORKSTATION

Nmap, Burp Suite Community, ffuf, Wireshark, Metasploit Framework, Kali Linux (Daily OS / Primary Environment), Ubuntu Server / Desktop,
SearchSploit, John the Ripper, Hashcat, Hydra, tcpdump, Netcat, Dedicated Linux Lab VMs, Bash scripting, systemd, UFW, SSH.
WhatWeb, OpenVAS, Snort (Lab).

PROGRAMMING & WEB STACK LOCAL AI RUNTIME SPECIFICATION

Python 3, Bash, C#, HTML5, CSS3, Tailwind CSS, Git, GitHub, RESTful NVIDIA RTX 4070 (12GB VRAM), 32 GB RAM, Ollama Runtime, Qwen3-
APIs, JISON/YAML processing. Coder, Open-WebUI, 100% Air-Gapped / Offline Inference.

I EXPERIENCE INTEGRITY & PRACTICE STANDARDS

Hands-On Verification: All cybersecurity competencies and technical tool skills documented herein were developed and validated in authorized
educational environments—specifically through 140+ TryHackMe challenge rooms (Top 2% global ranking), personal virtualized Kali Linux
testbeds, academic degree coursework, and open-source software engineering. Projects operate strictly within authorized boundaries and
educational lab sandboxes.

TryHackMe Profile: tryhackme.com/p/mihraj.io GitHub: github.com/mihrajmashoor8301-collab Portfolio: endlessus.in
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